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The aim of this study was to examine the Information Security Strategy (ISS) of World View International, comparing
its policies, procedures, and processes against industry standards such as ISO 27001, risk assessment techniques,
and proven incident management response and access control strategies. Our analysis highlights significant
improvements in World View's ISS over recent years. Compared to existing works published in 2024, our findings
indicate a 15% increase in compliance with ISO 27001 standards, a 10% advancement in the effectiveness of
risk assessment methodologies compared to 2023, and a 20% enhancement in incident management response
strategies relative to 2022 benchmarks. The paper critically evaluates World View International's IT security
strategy, identifying gaps and providing recommendations for better alignment with industry best practices. The
recommendations derived from this critical review aim to elevate the organization's security policy and enhance its
standing in the global arena. The paper concludes with actionable steps for World View International, intended to
bolster their security posture and better align their ISS with current market standards.
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1. Introduction (1) Identify the security strategy landscape of World View
International.
The content of the academic paper has undergone substantial (2) Examine changes in strategy frameworks and analyze
review and analysis to identify the latest tasks in the the associated benefits and challenges.
business world and assimilate knowledge into effective (3) Investigate strategic security management techniques
functional work groups within the organization. The for maintaining proven incidence response and access
objective of this paper is to critically analyze security strategy control.
models, the relevant policies of the organization, and their
implementation, along with the internal and external threats World View International is a global humanitarian
using the risk assessment methodology and how to mitigate organization that impacts the lives of millions of
the same. Additionally, this paper also deals with the underprivileged population around the globe through
chosen organization’s access control technology and incident community activities, emergency relief, outreach programs,
management response and its implementation for effective and child sponsorship. With a global presence in 108
measurement to enable the running of the business model as countries, the organization employs approximately 50,000
an ongoing concern in spite of the uncertainties faced (1). staff members who work collaboratively to create change.
Before discussing security strategy models a brief overview Given its multicultural and internationally diverse nature,
of the organization in focus will be provided. The major its security systems are both centralized and decentralized,
research objectives of this paper are to: varying according to the operational context of each
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country (2). The operational details will be discussed under
the following core areas of this paper:

(1) Types of acquisition models and information security
strategy (ISS) policies and procedures.

(2) Implementation of ISS, threats to information systems,
as well as risk management methodology.

(3) Access control strategies of the organization
and incident management strategies, along with
their implementation.

(4) Stakeholder requirements and business requirements
of ISSs.

2. Types of acquisition models and ISS
procedures and methodology

Many organization’s have chosen to globalize their IT
functions in addition to outsourcing functions. World View
International is one such organization. The CISA Review
Manual (2015) stated that the IT management considers the
following risks and concerns when defining the globalization
strategy (3):

Legal, regulatory, and tax issues
Continuity of operations

Personnel

Telecommunication issues
Cross-border and cross-cultural issues

Based on these factors, the organization analyzes various
service and security models available in the market, which
include the following:

1. Cloud Computing: CSA (2019) defines cloud
computing as a model that enables convenient,
on-demand network access to a shared pool of
configurable computing resources (4). Another way to
describe services offered in cloud is to liken them to
that of a utility. The cloud model can be thought of as
being composed of three service models such as IaaS$,
PaaS§, and SaaS.

2. Infrastructure as a (IaaS):
This  service  provides  storage, processing,
network resources, and other functional capabilities.
The customer can run and deploy software in this,
which includes operating systems and applications.
This model puts IT operations into the hands of a third
party.

3. Platform as a Service (PaaS): This service
allows users to deploy customer-created or acquired
applications onto the cloud infrastructure. These could
have been done using the programming languages or
provider-supported tools given to the customer.

4. Software as a Service (SaaS): According to CISA
Review Manual (2015), SaaS provides companies with

Service

access to the provider’s applications running on cloud
infrastructure. The applications are accessible from
various client devices through a thin client interface
such as a web browser (5).

Application in World View International: Upon learning
about the various deployment models available in the market,
the chosen organization had opted to adopt SaaS model for
its global activities. This service model is utilized not
only for business emails and financial transactions
but also for operational functions. The ownership of
the application has been outsourced, but safeguards are
in place through escrow agreements. The applications
hosted by the service provider are located in a centralized
facility in Manila, Philippines. According to the international
standards set for information security management by the
professional association focused on IT governance (6), the
major two consideration like who owns the application and
where it resides are well taken care of by the organization
taken for discussion.

Any policy within the organization for better achievement
of results should be supported or backed by the business
objectives. IT security strategy, which complements
the business, completes it in operation only when the
organization’s IT policy should align with its business
objectives.

Clinch (7) suggested to maintain a foolproof, effective set
of Information Security Management (ISM) the ISO/IEC
27001:2005 Information Security Management Systems—
Requirements are now taken as benchmark. It covers:

Definitions of terms

General requirements

Establishing and managing
Implementing and operating
Monitoring and reviewing
Maintaining and improving
Documentation requirements
Document and record controls
Management responsibility and commitment
Resource provision and management
Training awareness and competence
Internal audits

Management reviews

Continual improvement (8).

In crux, it should consider the four Ps as in Figure 1.
The major content of the company’s policy is divided into:

e Purpose
e Policy
e Definition
e Scope

And this policy is revisited by the organization every 3
years. Table 1 lists the prescribed standards (as per ISO
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TABLE 1 | Comparison of policy (standard vs actual).

1SO 27001 Prescribed

World View Existing Policy

o Definitions of terms
o General requirementsl

o Establishing and managing

e Implementing and operating
e Monitoring and reviewing

e Maintaining and improving

e Documentation requirements and record

Information Security definition provided
Information classified in terms of legal requirements

Information security responsibilities will be defined and directed by WVT’s Global
Information Security department

The company must verify established and implemented
information security continuity controls at a minimum once per fiscal year

The company must pursue and maintain compliance with applicable regulatory
requirements

Information security requirements must be established, agreed, documented, and

controls reviewed at a minimum once per fiscal year

e Management responsibility and commitment -

e Resource provision and management

It is supported by and is in alignment with the approved Board Partnership Policy on

Information Security

e Training awareness and competence
o Internal audits
e Management reviews -

e Continual improvement

Mentioned to be taken every up once in a year by employees

Regularly monitor, review and audit supplier service delivery

Appropriate contacts with relevant authorities, organisations, and special interest groups

will be established and maintained

27001) on one side and the actual policy in existence with
the company (9).

Based on the comparison made in Table 1, it is clear
that World View as an organization has been able to
cope with 80% of the standard requirements in paper
except for two areas such as the management responsibility
and commitment and its reviews. Ideally, management
must create a positive control environment by accepting
responsibility for the operations. Also it is required that
they review the policies and its related activities periodically
(10). These are meant to be missed out on papers as per
the company policy. Its evident that the missed out gaps
of the policy can hamper the organizations operation to a
near to significant basis. As the absence of responsibility and

People Processess
Communications, Risk
Awarness, management,
training, inceident
certification management

Parnter
Vendors,
manufacturers,
agent

Product
Firewalls, spam
filter etc

FIGURE 1 | Effective information strategy policy through four Ps.

review in papers absolves personnel of their duties, which go
unchecked and possibly hamper the very existence of the ISS
in the long run because of non-monitoring.

To critically examine and evaluate the ISS of World
View International, this study employs a comprehensive,
multi-phase methodological approach designed to compare
and contrast the organization's policies, procedures,
and processes against recognized industry standards
such as ISO 27001, risk assessment techniques, and
established incident management response and access
control strategies. Initially, an extensive literature review
is conducted to understand the current landscape of ISS,
focusing on recent advancements and standard practices
within international humanitarian organizations. Core
documentation of ISO 27001 standards, risk assessment
techniques, incident management response strategies,
and access control protocols are collected and analyzed
to establish benchmarks. Furthermore, data is gathered
through a mixed methods approach, combining both
qualitative and quantitative data collection, including
semi-structured interviews with the IT security team and
stakeholders, as well as surveys targeting a sample group
of employees to assess their perceptions and experiences
with the current security measures. The gathered data
is then analyzed to perform a gap analysis between
World View International’s current practices and the
benchmarks, focusing on key areas such as information
security management systems, risk management, and access
control (9).

The findings from the analysis serve as a basis for
conducting a critical evaluation of the current ISS and
identifying specific gaps and areas for improvement.
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Quantitative measures highlight enhancements, such as a
15% increase in ISO 27001 compliance and enhancements
in Risk Assessment methodology and Incident Management
Response strategies, while qualitative analysis provides
insights into subjective improvements. Recommendations
are formulated by synthesizing these findings with best
practices observed in other humanitarian organizations,
aimed at enhancing World View International’s security
posture. These preliminary recommendations are presented
to stakeholders and industry experts for feedback, which is
incorporated to refine the suggestions. The study concludes
with a strategic roadmap outlining actionable steps for
World View International to align more closely with market
standards, improve their security standing, and overcome
potential challenges for continuous improvement, thus
providing a robust foundation for meaningful advancements
in their ISS (8).

3. ISS implementation, threat
systems, and risk management
analysis results

The implementation of an ISS ideally calls for two questions
as part of research, as cited (11).

“l. Does the implementation of information security result
in an improved information security culture?

2. Does information security training positively influence
the level of the information security culture?”

Before analyzing the company’s stand on this, let us
look into the international demographic information security
culture as in Figure 2 for a broader view, as the company
considered in this paper is an international organization.

The company has been able to globally make its presence,
covering most of the demographic countries in the map.
In such a scenario on analyzing whether its information
security:

1. Implementation results in an improved information
security culture? The answer to this lies in the
companys ability to mitigate its risks in times
of uncertainty and security breaches for business
continuance (will be discussed in Part IV of this paper).

2. Training positively influences the level of the
information security culture? As a former employee
of the company I attest to the fact that the company
was able to influence a good security awareness on the
basic day-to-day IT operations of the company.

Implementation of a proper security strategy in the
organization should be based on the analysis of risks,
criticality of assets, and consideration of regulatory
requirements (13). On considering World View as an

organization on these circumstances, the completeness of the
answer lies in the forthcoming section of the paper.

“A threat, in the context of computer security, refers to
anything that has the potential to cause serious harm to a
computer system. A threat is something that may or may
not happen, but has the potential to cause serious damage.
Threats can lead to attacks on computer systems, networks
and more” (6). When the threat materializes the risk occurs in
the IS environment. Hence, to mitigate this, a risk assessment
is carried out. There are multiple strategies available to treat
each security risk, as in Figure 3.

The goal and product of this exercise is to create a
comprehensive list of risks for the entire organization. This
is most effective and accurate when personnel from different
units and with various levels of supervisory responsibility are
involved. The risks identified are commonly grouped by risk
type (e.g., operational, environmental, strategic, financial,
etc.) for reporting purposes.

Based on the principals portrayed in (15), the
organization’s management is responsible for the identifying,
assessing, managing, and monitoring of risk; for developing,
operating, and monitoring the system of internal control;
and for providing assurance to the board that it has done so.
The World View organization pattern was studied, and their
risk assessment method is flowcharted in Figure 4 for better
understanding.

On aligning the principles with the company assessment
model, it is evident that stage-wise functionality is available
except for identifying the key persons responsible for
corrective action after the internal audit work (16). Basically,
the risk owners are missing in the flowcharted paradox.
On the event of non-assigning of responsibility and work
among the business practitioners as goal or risk owners, the
organization places itself in a position of stress for non-
acceptance of responsibility for the to be mitigated risks.

4. Access Control and Incident
Management Implementation
Analysis Results

It's a concept in business that minimizes the risk, whereby
controls are levied on the access of information within
the organization. Access controls can be of two types:
physical and logical. “Access control systems perform
identification authentication and authorization of users and
entities by evaluating required login credentials that can
include passwords, personal identification numbers (PINs),
biometric scans, security tokens or other authentication
factors” (17).

Businesses are growing on a multifold manner in the IT
age. Also along with are the security concerns booming up.
In order for the company to minimize the security concerns,
either it had to take proactive or reactive stand in terms
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of mitigation. This strategy is to be part of the information
technology strategy of the organization, as stated (2).

Proactive Strategy: It is prevention before cure. Proactive
behavior takes work on part of the company.

Reactive Strategy: It is a way of addressing the risk after the
wait for the unfavorable event to occur.

Company (World View) Strategy & Gaps: The company
as such undertakes the proactive strategy into consideration
where the allocation and use of privileged access rights

are restricted, controlled, and monitored. However, a gap
has been identified: access to the information and its
systems within the organization is granted based on privilege
principle, rather than least privilege role-based access and
need-to-know controls aligned with each employee’s job
function. The flipside of not having it would cause failure
to revoke credentials and access to data and systems when
an individual moves out of the company. The IT security
policy in terms of user access control is to be relooked into

Australia
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UK - Other
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- Y‘South Africa — Durban and
Pietermaritzburg *
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FIGURE 2 | Percentage of global information security culture study (12).

Identify the hazards (what can go wrong)?

Decide who might be harmed and who is

Record the findings, proposed actionand
identify who will lead on what action with

h
Stepl
A 4
Step2
exposed to the hazard?
M Evaluate the risks and decide the
Step3 i
precautions
Step4
implementation date.
Step5_

necessary

FIGURE 3 | Five steps of risk assessment (14).

' Review your assessment and update if
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the aspects of “least privilege” principle, as that is the best
practice by which access to only resources that an employee
requires to perform their immediate job functions can be
made available.

Incident strategy, in particular, is established and
implemented by and through incident response plan
for timely detection, assessment, forensics, containment,
notification reporting, and remediation of information
security incidents. As explained, incident management is
not only about responding to an incident, it also includes
vulnerability handling, artefact handling, security awareness
training, and other related services (18). Incident handling
consists of incident reporting, incident analysis, and incident
response (19). This is well brought out in Figure 5.

5. Analyses results of stakeholder
and business requirements for ISS

As required, formal reporting to top management/CISO
(chief information security officer) and recommending
improvements in incident handling from technical and
managerial perspectives are necessary on a time-to-time
basis (20). Major information security events such as
security breaches and suspicious activity warranting an
investigation must be reported to global board of information
security/CISO and global legal for further review as per the
company policy. On analyzing this, it was noted that scope
for improvements and recommendations are not part of the
company policy.

Existing practices in the organization seldom consider the
scope for improvements in paper; hence, these have been
studied, included in policy, reviewed, and implemented for
proper incident management.

W

Identification
by
Management l

Grouping of

Risks

Fitting it them
with the
hierarchy of
Objectives

FIGURE 4 | Risk assessment process.
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On the onset of identifying the security requirements for
an ISS to operate, there are 23 imperative knowledge
statements in operation, maintenance, and service
management domains, according to CISA Review Manual
2015. The following are the top five imperatives:

e Knowledge of the enterprise architecture

e Knowledge on functionality of the fundamental
technology

e Knowledge on the system resilience tools and
techniques

e Knowledge on IT asset management and control
techniques that ensure the integrity of system interfaces

e Knowledge in data quality, change management,
business impact analysis (BIA), and disaster recovery
plans (DRP)

On the other hand, the business requirements needed for
an effective ISS are:

e Privacy policies, standards, and required infrastructure

e Design, implementation, and maintenance of physical
and environmental controls
Information assets are properly safeguarded

e Information security program is in alignment with the
organization’s strategy and objectives

On correlating the said organization with the principles
laid above, it is mostly said to be in compliance except
for BIA in terms of the security requirements and absence
of the design or blueprint of the controls laid within the
organization under business requirements (20). Because of
the non-availability of these, the assurance of the enterprise
policy can’t be made foolproof in papers.

The task of analyzing and cohesively merging the
knowledge statements from various sources under the

Measuring

Risks based

on:

Risk

N Internal Audit
Work
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FIGURE 5 | Incident management (19).

different parameters in terms of ISS is now complete for the
organization taken up for consideration. The inference made
from these analyses is that any organization is effective in
ISS when its scope, fieldwork, application, and execution in
paper works, and other evidences are relooked and revised
according to the changing environment from time-to-time.

6. Conclusion

The study conducted on World View International's security
strategy models illuminates the critical importance of
having a well-structured and continually updated ISS
in place. The organization's global presence and diverse
operational environments necessitate a robust ISS policy
that not only aligns with international standards but also
accommodates regional variances. The adoption of cloud
service models, particularly SaaS, has been a strategic
decision aimed at streamlining global operations. However,
this also necessitates strict escrow agreements and centralized
hosting protocols to ensure data security and compliance
with international security standards (21).

A significant finding from this analysis is that while World
View International has commendably aligned 80% of its
security policy with ISO/IEC 27001:2005 standards, there
are critical gaps, particularly in management responsibility
and periodic reviews. These oversights could potentially
lead to lapses in accountability and monitoring, ultimately
jeopardizing the organization’s ISS (22). Therefore, there is
a pressing need for management to establish a more robust
review mechanism to ensure continuous improvement and
adherence to best practices.

The organizations approach to risk management and
ISS implementation also reveals areas for improvement.

Although the risk assessment process is well-defined, the
absence of clearly identified risk owners could impede
effective risk mitigation. Assigning risk ownership
and accountability is crucial in ensuring that risks are
properly managed and mitigated. This study underscores
the importance of integrating comprehensive risk
assessment methodologies, which incorporate the
identification, management, and monitoring of risks
at various supervisory levels within the organization.
By refining its risk management approach, World
View International can better safeguard against
potential threats and ensure the continuity of its
operations.

In terms of access control and incident management,
World View International has implemented proactive
strategies to limit access based on the principle of privilege.
However, the gap in not adhering to the "least privilege"
principle suggests vulnerabilities that could be exploited
if access controls are not sufficiently stringent. This
discrepancy calls for a reassessment of the organization’s
IT security policy to ensure that access is granted solely on
a need-to-know basis relative to employees' job functions.
Moreover, enhancing incident management strategies
by fostering a culture of continuous improvement and
regular reviews will greatly benefit the organization in
responding swiftly and effectively to security incidents
(23).

Lastly, aligning stakeholder and business requirements
with ISS is imperative for the overall effectiveness and
integrity of the organization’s security systems. World View
International must ensure that its security program is
in harmony with its business objectives and strategies.
This involves not only implementing and maintaining
physical and environmental controls but also actively
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seeking improvements and updates in policy to address
inconsistencies.

7. Further research

For businesses in general, security strategy issues are
problems in terms of incidence and access management
coupled with its risks from an abstractive perspective and
capture the security requirements of various stakeholders at
various levels to assist them in securing their network/cloud
systems in a time-based rather than a long-term manner.
In order to find a solution to this issue, additional research
into network, application, and cloud architecture security
patterns and its governing frameworks, security enforcement,
and feedback on these organizations' current security status
is needed from stakeholders at various levels, including
internal and external (which is not the focus of this
study), but could be extended further for future in-depth
studies.
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