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Schools and colleges collect vast amounts of data from learning management systems, online learning platforms, assessment systems, and administration databases. Educational Data Mining (EDM) is a newly developing research area that is associated with the application of data mining techniques to educational data, the extraction of useful information from it, and the use of the information to enhance both instruction and learning as well as the decision-making processes of an educational institution. This review paper aims to present a comprehensive survey of the area of data mining applications, techniques, problems, and future directions in the educational sector. The current research focused on secondary data analysis of past studies grounded in the EDM and learning analytics (LA) field. Sources such as various published papers, journal articles, and conference papers were reviewed to find commonly used techniques, applications, and new trends in the field. We review some techniques like classification, clustering, association rule mining, predictive modeling, and LA. The results show that the role of this EDM in predicting students’ learning abilities, dropout rate detection, recommendation systems for student learning, and tools in curriculum designing has an important role. Moreover, data mining is used in the field of intelligent tutoring systems and in the analysis of the performance of institutions. The paper also identifies some significant issues in the field of EDM, such as data quality, privacy and ethical issues, and the requirement for understandable and accurate algorithms. In addition, new areas of research and development in educational technology are identified, including real-time analytics, multimodal data analysis, artificial intelligence (AI), and explainable AI. To summarize, by converting raw educational data into insightful information, EDM can be helpful to enhance the teaching, learning, and decision-making processes in educational activities and policies. The study underscores the need to use ethical and safe education data that could continue in the future for educational development while, at the same time, using effective data mining techniques.
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Introduction

According to the new advancement in technology in education, we are able to learn about the learners as well as the environment related to the learning. Nowadays, students’ behavior and their performance in learning are also the interactions that are recorded and traced from where they used to learn the platform, such as learning management systems, online quizzes, e-portfolios, massive open online courses (MOOCs), and student information systems (1, 2). According to all these data sources, it is able to provide a variable opportunity to mine the data easily, rather than using traditional methods. The complex data set can be transformed with the help of data mining as well as machine learning and can also provide meaningful information as well as help the process of teaching and learning and also decision-making related to education.

According to the educational data, mining can be used in various fields such as education, computer science, psychology, and statistics. And also, education-related important questions can be addressed by educational data mining (EDM) that uses the technique on the data sets in machine learning (1). Also, for the purpose of understanding the learners as well as the environment where the learning occurs, we are able to do EDM by using some methods that are used in a disciplined way to use the unique data (3). With the help of learning analytics (LA), we can collect data, analyze it, and also make reports about the learners to improve their learning process (2, 4).

Algorithm innovation, as well as methodological innovation, is emphasized by EDM, and it also helps to provide the data that is related to educational insights. According to these, both EDM and data analytics are used for common aims and objectives and also help to utilize the data that help to improve teaching, as well as teaching in an environment that is too data-rich. According to this study, this helps to illustrate the beginning as well as the development of EDM and also types of EDM that now also include the techniques that are related to data mining and applications of data mining related to educational institutional analytics recommendation, clustering, and prediction. It also provides the challenges that are related to EDM, as well as issues related to ethics, and provides future research directions that are helpful to make advancements in EDM in the future.



Aims and objectives


Aim of the study

This study aims at giving a detailed overview of data mining in the field of education and at exploring the potential of data mining techniques for enhancing teaching and learning, student performance, and educational decision-making.



Objectives of the study


1.To find and recognize the primary data mining techniques in education.

2.To understand the applications of EDM, including student performance prediction, dropout detection, personalized learning, and intelligent tutoring systems.

3.To explore the application of LA and data mining in institutional decision-making and curriculum development.

4.To gain insight into the problems related to EDM, such as data quality, privacy, ethical issues, and limitations in the algorithm.

5.To explore recent trends and future directions in EDM, including artificial intelligence (AI), explainable AI, real-time analytics, and multimodal data analysis.

6.Assess the impact of learning outcomes and EDM on the enhancement of teaching effectiveness and the enhancement of learning outcomes.






Materials and methods


Study design

The aim of this study was carried out as a review-based research study related to the EDM and LA field. This review was designed to find, summarize, analyze and categorize the knowledge, techniques, applications, challenges, and future trends of data mining in education. These were the EDM and LA literature that was collected from academic journals, conference proceedings, research papers, books, and online academic literature databases. Keyword strategy was used in the literature search, and the following keywords were used: EDM, LA, data mining in education, student performance prediction, intelligent tutoring systems, machine learning in education, and analytics articles were chosen for educational application in using data mining techniques.

The study included:


•Peer-reviewed articles published in conferences and journals

•EDM and LA -related studies.

•Education-related research on data mining methods, applications, problems, and future research needs

•English language publications



The qualitative review and analysis emerged for selected studies. The analysis analyzed the most common data mining applications and corresponding technologies in the areas of teaching and learning, student performance, and institutional decision-making, including applications of classification, clustering, association rule mining, and predictive analytics.




Data mining and educational data mining


Data mining overview

Data mining provides meaningful knowledge from large databases, which helps to provide meaningful information. Also, the things that we had unknown earlier, we are also able to get patterns from the last data sets that can be used usefully (5). There are many fields that are getting advantages from the use of data mining, such as finance, web analytics, bioinformatics, and marketing, which are using tasks such as classification, regression, clustering, association rule mining, sequential pattern mining, and anomaly reduction. According to that, the data that are related to education differ from other datasets like financial transactions. According to the educational data, having multi-level hierarchical structures and also having the sequences in a temporal order that are related to learning helps to reflect the activities. According to this special analytical method, it should have these unique features and should have modeling with careful approaches that are helpful to the educational field (3).



Definition and evolution of educational data mining

With the help of an intelligent tutoring system and computer-assisted content, EDM has begun with the purpose of analyzing the files that are related to the log to get insights about the students who interact with digital learning. According to that, the field of EDM has developed and has become established by the Journal of EDM and also by the Annual International Conference on EDM. By the comprehensive review of EDM, it is able to perform a lot of tasks, such as pain analysis techniques can also to use for many applications, such as predicting the performance of students, identifying groups of students, and learn the behaviors of students and learners (1). In 2009, the state of EDM was formed and has separated EDM from traditional data mining because of some challenges (3). Also, according to the reason for the advancement of technology, many broader scopes have been brought by many scholars related to EDM in an environment that has big data, MOOCs, and dashboards for LA that are merged with LA (2, 6).




Educational data and data mining techniques


Types of educational data

According to the environment with an educational background, having a variety of data that can be gained from various sources helps to analyze the challenges of the complexity of learners (1, 2). According to clickstream logs, page views, and time spent on task attempts, the problem is hint requests and posts on the forums. Also, the check messages are the types of data that can be included in the records. Also, the data that are related to the exam result grades as well as the scores of the quiz can be included as data. Also, other data related to the personal information about the students, such as gender; prior grade point average (GPA) status related to the socioeconomic status; and data related to the programs that are related to the academics. Also, some data that are related to the administrative works can be included, like the histories related to the student and enrollment; also, there are student attendance reports, their registrations, and, of course, the progress that is related to the degree, which can be considered as data related to the administration. And also, according to the vast improvement of the technology, we are able to find much data with the help of self-reports and can also use the sensors to get the data as well as use the measures related to the video. Also, data can be in three structures, like table-wise, and can be structured as logs as well. It is called semi-structured, and it can also be unstructured. Text data, video-related data, and audio-related data can be considered as unstructured data. Also, the help of EDM techniques can enable working with many types of data that are important to working with the challenges related to the information that is missing, as well as noise and the bias of potential.



Core data mining tasks in education

There are many categories in the tasks of EDM that are important to understand about the learning process and make analyses. Prediction is the first category. According to that, we can predict data related to the ranks of the students and also the risks that are related to the dropouts, as well as the students’ action data related to the future. It helps to build the regression models as well to get outcomes. Next, according to the method of clustering, it helps to identify the groups that are naturally formed by the students who have experiences in their behaviors and levels of performance. Next, according to the third category of relationship mining, we are able to use the techniques of association rule mining, correlation analysis, and frequent share pattern mining to gain deep insights related to the connections and integration between the variable examples and mistakes that are commonly patterned. The next category is discovery with models. Also, it has models like knowledge-tracing algorithms. It helps to make modern analysis and get deep information regarding the behavior related to learning. Finally, according to the distillation of data for human judgment, it helps to make translations of complex data by the use of tools like the visualization dashboard and other tools, through which one is able to interpret the information effectively and able to make decisions in an effective manner (1).



Common algorithms and techniques

There are many algorithms used in EDM. All the algorithms are related to machine learning, but according to their unique characteristics, they can be used for each purpose (1, 6, 7). According to that, classification and regression trees (CART), Random Forest, Logistic Regression, Naive Bayes, Support Vector Machines, K-Nearest Neighbors (KNN), Artificial Neural Networks, and Gradient Boosting Models can be used for the task of prediction, can also be used for classification, and can also be used for regression. Also, according to the clustering, it mostly depends on the algorithms, such as k-means, hierarchical clustering, and density-based methods, used by the students to align them with the behaviors of those who have the same profiles, for the purpose of identifying the relationship as well as the patterns of sequential behaviors that can be captured by the techniques of a priori frequent pattern (FP) growth and sequence mining used for the behaviors that are occurring repeatedly. For the purpose of time series and for the model learning process, the methods of hidden Markov models, Bayesian knowledge tracing, and deep recurrent neural networks can be commonly used. Furthermore, for the purpose of analyzing the discussion forums, the use of methods like sentiment analysis, topic modeling, and text classification can be used for text mining and natural language processing purposes. Being able to write feedback through these methods, as well as these algorithms, is important to EDM (1, 6, 7).




Applications of educational data mining

There are many ways of having the EDM applied in the educational setting to identify the performance of the students as well as the learners at risk by the help of the personal information as well as the grades of the students and the data that are related to the learning management system (LMS) related to the interaction, by the use of online assessments (7–10). According to the main studies that are illustrating that, with the help of the algorithms related to the classification, such as decision trees, logistic regression, support vector machine (SVM), and ensemble methods, they are providing an important role to predict the grades of the code as well as the risk related to the dropouts of the learners. Learning outcomes can be predicted through the classification algorithm, and also with the help of early engagement patterns as well as temporal features, extra information can be included (7–9). These analysis can predict the timely risk that is related to the students, as well as get the feedback, and make adjustments to the courses according to these warnings that the students’ system can understand. With the help of supervised learning, it can predict the behaviors that are related to gaming the system as well as off-task activity and states of emotions like confusion or frustration (3).

By the use of recommender systems and adaptive learning, we can use data mining in the educational field in a customized manner. There are many techniques that can be used for these purposes, like collaborative filtering, content-based recommendation, and hybrid models; suggesting videos, reading, or exercise can match these requirements of the students as well as their preferences in learning (1, 6). With the help of adaptive sequencing of content and by the use of clustering, we can estimate the knowledge tracing as well as mastery models. With the help of the clustering method, we can find the groups that have the same strategies. And also, the data mining can be used at the institutional level for mining the data related to the evaluation related to the curriculum, design the assessment as well as plan the academic activities with the help of course progress as well as trends in enrollment and patterns of program completion. By the use of association rule mining, it is able to combine the course that has a link to student success as well as help with student success and help to enhance the curriculum guidance. According to the large institutions that are related to the online learning environment, such as MOOCs, they are able to use LA with EDM (2, 4), and also those who use the facilities of the dashboard as well as visualization are able to learn the process and can monitor the process.



Challenges and ethical issues

According to EDM, there are many challenges to using data mining in the field of education. According to that, there is a major problem with the quality of data and its integration. According to educational data derived from platforms like LMS and student information systems, as well as other tools, student information can be incomplete and sometimes appear messy, scattered across various systems. The main reason for this is that the system uses different types of formats. Also, the use of identifiers that are inconsistent can make it more challenging to combine the data and may lead to errors. Also, the problem of generalization is one of the major problems in data mining because having a model in one institution cannot be able to be used in another place, and this may be one of the challenges to EDM (2, 6).

Also, there is another challenge, which is interpretability. It means that by the use of some machine learning, one can be able to predict accurate outputs. They can function like a black box. It means if some students are at risk normally, it will tell them they are at risk, but it won’t tell them the action needed to take for that risk. Also, according to these things, explainable AI techniques and models can be able to use the theories related to the educational concept. According to that, the learners and professionals and researchers and teachers can be able to get a full understanding (3, 6). According to that, there are some challenges related to privacy, security, and ethical concerns because there is some data related to the students in the datasets that can be misused; and violate policies like family educational rights and privacy act (FERPA) and general data protection regulation (GDPR) for data governance and privacy (4).



Result

The literature review shows that EDM has emerged as a significant research area to enhance teaching, learning, and educational decision-making via the analysis of educational data. The review found several core data mining techniques commonly used in education, such as classification, clustering, association rule mining, predictive analytics, regression, and text mining. These were mostly classification algorithms such as decision trees, random forest, logistic regression, SVM, Naïve Bayes, and KNN for predicting student academic performance and finding learners at risk of failure or dropout. The review also noted that EDM has many educational applications. Data mining techniques have been extensively applied in the field of education to identify students who require early academic intervention using predictive models. To facilitate personalized teaching, clustering techniques are used to group learners according to their learning habits and learning levels. Data mining techniques are used in recommendation systems and intelligent tutoring systems to provide adaptive learning resources and personalized feedback to the students, which improves student engagement and increases learning outcomes. Findings revealed that LA and EDM significantly contribute to institutional decision-making. Educational institutions use analytical insights to review curriculum, plan academics, develop student retention strategies, allocate resources, and assure quality. Interactive dashboards and visualization tools also serve to help administrators and educators track student progress and institutional performance. Across the reviewed studies, a number of challenges were persistently reported. These include data quality issues, challenges in data integration, privacy and ethical concerns, algorithmic bias, limited model interpretability, and the need to comply with data protection regulations. These problems are still major barriers to the widespread use of EDM. Finally, the review identified emergent trends impacting the future of EDM: AI, XAI, real-time learning analytics, multimodal data analysis, and human-centered intelligent educational systems. All in all, these developments suggest that EDM has huge potential to improve the effectiveness of learning, to personalize education, and to support evidence-based educational policies, while stressing the ethical and responsible use of educational data.



Discussion

This review study examined the applications, techniques, challenges, and future directions of EDM. The findings reveal that educational institutions increasingly rely on data mining techniques to analyze large volumes of educational data generated through learning management systems, online platforms, and institutional databases. The study identified classification, clustering, association rule mining, and predictive analytics as the most commonly used techniques in educational environments.

One of the important findings of this review is that EDM significantly supports student performance prediction and dropout identification. Similar findings have been reported in previous studies, where predictive models were used to identify academically at-risk students and provide early interventions to improve learning outcomes. In addition, clustering methods help categorize students based on learning behaviors and performance patterns, enabling personalized learning approaches.

The review also highlights the importance of LA and intelligent tutoring systems in modern education. Recommendation systems and adaptive learning platforms support personalized education by providing customized learning materials according to students’ needs and abilities. These findings are consistent with existing literature that emphasizes the role of data-driven educational systems in improving learner engagement and academic success.

Another important aspect identified in this study is the contribution of EDM to institutional decision-making. Educational institutions can use analytical insights for curriculum development, resource management, academic planning, and quality assurance processes. Therefore, EDM not only benefits students and educators but also supports administrative and strategic educational decisions.

Despite these advantages, several challenges related to EDM were identified. Data privacy, ethical concerns, and data quality issues remain major limitations in implementing effective EDM systems. In addition, some machine learning and AI algorithms lack transparency and interpretability, which may reduce trust in automated educational decisions. These findings raise important questions regarding how educational institutions can ensure fairness, privacy protection, and ethical use of student data.

The study also discusses emerging trends and future directions in EDM, including real-time analytics, multimodal LA, AI, and explainable AI. These technologies are expected to enhance adaptive learning systems and improve educational effectiveness in the future.

One of the strengths of this review is its comprehensive coverage of EDM techniques, applications, challenges, and future developments. However, the study has some limitations, as it is based only on secondary data from previously published literature and does not include experimental or quantitative analysis. Future research can focus on empirical investigations and the development of more secure, transparent, and explainable EDM models.

Overall, this study demonstrates that EDM has significant potential to improve teaching, learning, and educational management while supporting evidence-based educational policies and decision-making.



Future research directions

According to future research on EDM, advanced technological improvement can be used for analysis, as well as for collecting data, and can also be used in real-world applications by the use of real-time adaptive analysis, we are able to respond according to the behaviors of the students immediately. According to this method, in the future, it will be able to provide an on-time response to the behaviors of the students. So, according to the advancement of technology, we are able to use multi-modal data, such as text, video, sensor-related data, and biometric information, which helps to make the student’s data richer as well as helps to provide privacy to the personal data that is related to the student. Also, use of explainable and human-centered approaches that are important to the teachers as well as the educators to work collaboratively will enable to understand why the predictions are made. Also, it can be used as an interpretation tool that helps to make algorithms as well as helps to improve the usefulness of EDM and can also build trust (2, 8).

There is another use of cross-institutional and cross-cultural studies that are able to work in different educational systems and cultures, as well as with the population that needs to learn (2, 8, 10). And also, the integration of EDM with learning design or educational theory can work as a technical tool and provide analytic support to the goals that have to do with the EDM, as well as build the ethical framework and governance structure in the future to make the EDM private. It also helps to make decisions and can provide protection to the EDM, and by having all these future directions, one can get EDM to have features like accuracy, fairness, and ethics, as well as the ability to make an influence in real-world applications.



Conclusion

With the help of EDM, it is able to provide a good development in the interdisciplinary field as well, and it also helps to provide an understanding of the tools that are valuable for EDM and also helps to improve learning skills. Also, with the help of providing the prediction related to the data in the field of education, we can predict the performance related to the students as well as the learners who are having difficulties in learning; see the patterns that students engage in; help to analyze the customized learning activities; and make decisions in a timely manner related to the educational scenarios. According to this, the EDM is still facing some challenges, like in the quality of data as well as the interpretability of models and the ethics related to the data of the students that are governed. Also, privacy as well as inequality are considered challenges related to EDM, and for the best technical development, it has used EDM, which means EDM with LA can get a good advantage in real-world applications and meaningful data.

EDM should be targeted to predict accuracy, as well as target the human-centered and, theory-driven, and be ethically responsible. Analytics should be targeted by helping to provide accurate predictions, and be able to provide a proper understanding as well as good, meaningful insight to the people. Teachers, learners, educators, and professionals, as well as data mining with strong governance, can build up a good learning environment that is customized and effective and ultimately achieve good outcomes.
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