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An improved intelligence approach to handling data leakage risks in the corporate information security process
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Confidential information is of great interest to competing firms. This causes aggression and attacks. Many people underestimate the importance of the threat, and as a result, it can lead to collapse and bankruptcy for the company. Even a single case of malpractice can result in millions in damages and the loss of customer trust. Threats are subject to data on organization structure, status, and operations. Sources of such threats are its competitors, corrupt officials, and criminals. They are introduced with certain value-protected information and modified in order to cause financial damage. Even 20% of such a decision can result in information leakage. Sometimes the loss of company secrets can be due to the inexperience of employees or a lack of security systems. In this paper, an improved intelligence approach to handling data leakage risks in the corporate information security process is proposed. Accounting automatically calculates weighted relative class systems through a complete, complex security of the most important processes and technical and organizational measures. Their combination is an antivirus system, a firewall, and protection from electromagnetic radiation. Systems protect information on electronic media sent through communication channels, access exemptions for various documents, create backup copies, and recover confidential information after damage.
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Introduction

Security are developed for security and to prevent data loss in the field of information security (1). Their work is based on complex software systems that prevent any data loss. The exclusivity of the program requires the elimination and debugging of the internal circulation of data and documents (2, 3). Security analysis of all steps when using information is based on working with databases.

Information security can be ensured with the help of online funds, as well as products and solutions offered on all types of Internet resources (4). The developers of some services have been able to effectively package an information security system that protects against external and internal threats, while ensuring the right balance of price and functionality (5, 6). The proposed flexible modular complexes combine the functionality of hardware and software.

The organization’s information security should be fully controlled year round, in real time, around the clock (7). At the same time, the system takes into account the entire life cycle, starting from the moment of appearance and ending with complete destruction and loss of significance for the company (8).

For the top management and owners of the companies, there was only one problem to comply with (and the only way to accomplish it was to perform the low-cost proposed requirements) (9). For recognized bodies, a problem arose: the impossibility of all possible actions and conditions of their implementation, as well as significant differences in the scope of actions, made it impossible to propose a universal set (10, 11).

For this, the information security problem was considered a self-sufficient entity, with activities, objectives, conditions, and practices substantially contributing to the satisfaction of universal needs (12). Both approaches (institutions and regulators) are inadequate and represent a significantly distorted reality (13). Thus, the main substantive restrictions on information security systems are related to the traditional IP model, which implies the mandatory presence of an attacker focused on protecting the information of damaged assets (information) and, accordingly, the actions of such a subject (in the subjects of subjects) (14–16).

In this case, for example, application-related incidents cannot be attributed to attacks with routine changes in application software (17). Their possible reasons are weakly developed management and a weak technical base. The system of current conditions (management, processes of the main operation) is usually the most powerful source of problems, which are ignored due to the non-binding nature of the attack (18–20).

Further evolution of information security system models strengthened the tasks of the owner, who chose himself, that is, from a standard set of such security measures that in his opinion, could provide an acceptable level of security (21–23). This was a significant step because it provided an information security system bond to a specific object with specific conditions for its existence as well as the contradictions associated with the information security system problem’s self-sufficiency (24, 25).

However, no configuration mechanism is provided for the owner, except to create a list of objects with selected common security measures (security profiles) (26). Professionals developed an expert-curing system. At the same time, how the risk affected the owner, was both unknown and practically determined (27, 28).



Literature review

All entrepreneurs always seek to provide information and confidentiality. To develop appropriate information security, the nature of potential threats is taken into account, as well as the methods of their occurrence (29). The information security system of the company is done in such a way that a group can meet the hacker protection levels. As a result, an attacker cannot penetrate the protected area (30).

A more efficient way to protect information is to include a crypto-resistant encryption algorithm during data transmission. Computer data encrypts itself and cannot be accessed; it is private (31). The structure of access to information should be multi-leveled, according to which selected employees are allowed access (32). Only those with complete access to all information should have a decent face.

The list of information related to confidential information is approved by the head of the company (33). Any violations in this area will have to overcome certain obstacles. It should be kept in mind that cheap wireless networks cannot provide the required level of security (34).

Appropriate and frequently integrated actions provide security models. Currently, special applications are being developed around the round-the-clock monitoring status of the network and the warning of information security systems (35). Managers should conduct training exercises to avoid accidental data collection by employees.

It plans employee readiness and allows managers to have confidence that all employees can comply with information security measures (36). The atmosphere of the market economy and a high level of competition make company executives always alert and quick to respond to any difficulties. In the last 20 years, information technologies have been able to enter all areas of development, management, and business management (37).

In the real world, the business has long since become a virtual one, but it should be remembered how popular it is in its own right (38). Currently, virtual threats to an organization’s information security can cause it incredibly real harm. Underestimating the problem, leaders risk their businesses, reputations, and power (39).

Most companies usually suffer damage due to data leakage. The security of an organization’s information should take priority over the course of a business and its maintenance. Information security is critical to success, profitability, and achieving company goals (40).



Proposed model

Pragmatic information security system models are known to be based on an assessment of the owners’ total costs and an assessment of the “return” on investments in the information security system. Within the framework of this approach, a group of organizations that are close to the objectives and conditions of the organizations cite the means of implementing information security systems, and create a model that includes best practices in the group. Also, it determines the direction and level of investment based on best practices, their conditions (occurring events), and their aftermath.


Problem formation

Sometimes the employees of the companies can provoke special internal leaks showing their dissatisfaction with their salary, work, or colleagues. It can easily provide all the valuable information to its competitors, try to destroy it, or deliberately create a virus on the computers. Information that is the property of the company may be threatened. The data leakage problem was shown in Figure 1.
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FIGURE 1. Data leakage problem.




Threats to confidentiality of information and plans

Illegal access to data, communication channels, or programs can happen later. Data from or transmitted from a computer can be intercepted through leaky channels. It uses special equipment that creates an analysis of electromagnetic emissions received while working on a computer.



Risk of damage

Illegal activities by hackers may result in compensation or the loss of transaction or transmission information.



Threat access

Such situations do not allow the legitimate user to use the services and resources. This occurs after they have been captured, whether to obtain data or to block lines by intrusions. Such an incident could distort the accuracy and timeliness of the information being disseminated.



Risk of refusal to execute transactions

The user opts out of receiving the same information in order to avoid liability.



Domestic threats

Such threats pose a high risk to the organization. They are perpetuated by inexperienced leaders, incompetent, or incompetent employees.



Proposed approach

The information security system model proposed in the standard advances this issue in terms of expanding the definition of “attack” as part of its integration. Under the attack, it is understood as a person who has a conflict with the owner and has his/her own goals, and who will gain control over the assets of the organization.

This approach significantly expands the types and sources of damages that can enter the area under consideration for the information security system, and their resolution is more rational. The logic of operation of information security systems includes the following actions (Figure 2):
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FIGURE 2. Proposed improved intelligence approach.



•Prediction and rapid recognition of threats to the security of data, intentions, and conditions that have caused damage to the organization and concrete failures in its work and development

•Creating such working conditions in which the level of risk and the possibility of damage to the organization are minimized

•Compensation for damage and minimizing the impact of identified damage initiatives



However, he/she often requires a compromise approach, and the final result of the final product is a more approximate IP issue. Through the creation and maintenance of a secure and reliable information sphere, including the struggle with an attack, it directly contributes to its effectiveness and helps in the necessary improvement. Only one such model can be realized by the business. No one else repeats them. Information security tools can include the following, as shown in Figure 3.
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FIGURE 3. Information security tools.



•Technical

•Software

•Cryptography

•Institutional

•Assembly



Any form of business is always fraught with risk. At the same time, a good leader does not wait for problems—it often takes timely measures to protect against problems in the business sector. This is because:


•Corporate problems: conflicts and conflict situations between the shareholders of the company, conflicts between top managers, the complexity of the relationship between the owners of the company, and the complexity of the relationship between the heads of division;

•External dangers: threats from criminal structures, conflicts with law enforcement and state structures, raiders, and so on;

•Financial losses: fraudulent actions of employees (customers), theft, unfair intermediaries or suppliers, inappropriate use of company resources, taking bribes for certain actions against the interests of the company;

•Information risks: leakage (its concealment or destruction) of confidential company information, unauthorized access to confidential data, disclosure of trade secrets, and the like;

•Security “players”: theft of material and technical assessments by unauthorized persons, unauthorized intrusion into the territory of the enterprise, and violation of labor discipline; and

•Reputational problems: In the framework of workers with a bad reputation, the cooperation of workers with a bad reputation has a bad reputation.



Further evolution reduced it to the laboratory that the information security system could create damage for the purpose of action, so the risks of the information security system (which were self-sufficient) had to agree with the company’s risks. It is only intended to indicate how the information security system should be integrated into enterprise-wide corporate management, not as an isolated and independent process but as an integrated and strongly related component of management.

This cannot be done. However, this approach has improved several categories of IB, including the risks of information security systems. To solve the listed business problems, the following types of security are required:


•Physical—security systems, security, surveillance cameras, and so on;

•Economic—counterparty verification, customer bank security, and tax optimization;

•Organizational and personnel—verification of employees entering employment and control of existing employees;

•Information—intrusion protection, files and documents protection, optimization and security 1C, single authentication, protection against information leakage, and more; and

•Legal—checks the validity of transactions, documents, plans of subscription service, and more. Investors’ performance is assessed to minimize damage from events in the investment sector in the next period and therefore limit large losses. However, their advantages are that a diverse approach is required for a wide exchange of important information and that participants with conflicts of interest avoid creating any quality trust measures, so they are not widespread.






Results and discussion

According to statistics, more than half of all business problems are caused by “gaps” in information security. Leakage of information to competitors, loss of data, and transfer of confidential company information into the hands of other people—all this is a big risk for business.

In such a situation, IT management companies take many effective measures to ensure the comprehensive security of the company. The proposed improved intelligence approach (IIA) was compared with the existing information security risk management (ISRM), antivirus security systems (ASS), identity access management (IAM), and protocol-based local networks (PBLN).


Intrusion protection

Installing necessary programs or equipment to control traffic on the network. When the first danger appears (an invasion), the system responds and blocks access. At the same time, the responsible employee is notified. This is depicted in Figure 4 below.
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FIGURE 4. Comparison of intrusion protection.




IPS Management

Its task is to block any network activity that causes suspicion of “extra” traffic. Plus, systems have not only the ability to detect but also the ability to prevent invasion. Minus systems have a high percentage of incorrect positioning, which leads to the continuous elimination of idle employees from business at the time of computer network verification. This is shown in the following Figure 5.
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FIGURE 5. Comparison of IPS management.




IDS Management

Monitoring of ongoing conflicting activity when alerted to the administrator. Positive aspects are the effective fight against invasion and the transfer of rights to the decision of the administrator. Deductions mean that responsible workers do not have time to take action, and the system can cause undue harm. Figure 6 shows an example of this.
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FIGURE 6. Comparison of IDS management.




Leaks protection

A set of safeguards designed to prevent unauthorized access to confidential information. Due to the lack of personnel (the loss of the carrier, sending a password by mail, switching to a page with a virus, etc.), Figure 7 shows an example of this.
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FIGURE 7. Comparison of leaks protection.


Furthermore, to protect against random errors, it is critical to organize, register—it is critical to register PCS, encryption USB cards, RMS application, DLP system introduction, and more.




Conclusion

The information resources of most organizations are among the most valuable sources. For this reason, commercial, confidential information, and personal data must be reliably protected from illegal use but at the same time easily accessible by using it to perform the tasks involved in the processing of this information or assigned to it. Use of these specialized methods contributes to the sustainability of the company’s business and its credibility.

As practice shows, the issue of organizing commercial security is very relevant in modern conditions. Online shopping and dedicated shoppers’ credit cards, casinos, and duds are under threat; corporate networks are falling under external management; computers are attacked and included in bot networks; and fraud using hijacked personal data is a national disaster.

Therefore, managers of organizations should be aware of the importance of information security, and forecasting trends in this area and managing them are considered important processes.
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